Evaluating entropy rate of high-dimensional chaos and shot noise from analog raw signals remains elusive and important in information security. We experimentally present an accurate assessment of entropy rate for physical process randomness. The entropy generation of optical-feedback laser chaos and physical randomness limit from shot noise are quantified and unambiguously discriminated using the growth rate of average permutation entropy value in memory time. The permutation entropy difference of filtered laser chaos with varying embedding delay time is investigated experimentally and theoretically. High resolution maps of the entropy difference is observed over the range of the injection-feedback parameter space. We also clarify an inverse relationship between the entropy rate and time delay signature of laser chaos over a wide range of parameters. Compared to the original chaos, the time delay signature is suppressed up to 95% with the minimum of 0.015 via frequencyband extractor, and the experiment agrees well with the theory. Our system provides a commendable entropy evaluation and source for physical random number generation.
Semiconductor laser with external optical feedback is one of the most prominent system to generate highdimensional laser chaos and has attracted considerable interest for a range of applications [1, 2] , such as chaotic secure communications [3] [4] [5] , physical random number generators [6] [7] [8] , chaos key distribution [9] , chaotic optical sensing [10] [11] [12] and computing [13] . The randomness of laser chaos is fundamental to its security and cryptographic applications. A key challenge arises from the difficulty of quantifying physical process randomness from the raw data. To quantify the randomness of laser chaos, entropy in its many forms, such as Shannon entropy [14, 15] , Kolmogorov-Sinai (KS) entropy [16] [17] [18] [19] and permutation entropy (PE) [20] [21] [22] [23] [24] [25] , provides a way to measure temporal randomness of a physical process. The positivity of the entropy per unit time or entropy rate is an evidence for randomness in time series, which characterizes the production of new and random information of high-dimensional and noisy dynamical systems. The KS entropy is one indicator for measuring the entropy rate, but one needs to construct a very refined partition to support all information on the dynamical system. It is not easy to determine and to estimate from time series measurements of a high-dimensional chaotic or noisy experimental system [18] . Bandt and Pompe proposed a simple randomness measure (i.e. PE) for time series, based on a comparison of neighboring values [20] . The advantages of the PE measure reside in its flexibility and simplicity in experimental analysis, fast computation process, and its robustness. It can be applied to any type of time series (regular, chaotic, and noisy), and is particularly used to quantify transition from weak to strong chaos [21] and complexity [22, 23, 25] . In chaotic systems, the growth rate of the PE reflects stochastic or noise-dominated properties, which make it almost undistinguishable from ideal noise limit. Meanwhile, laser chaos rapidly and nonlinearly amplifies the uncertainty of intrinsic quantum noise and the chaotic amplification of the intrinsic noise is completely different from output fluctuation caused by deterministic chaos [8] . It is important to understand the origins of the stochastic properties and assess the randomness of the physical process [14, 18, 19] . Shot noise is an intrinsic noise of chaotic system and a fundamental quantum noise limit of optical source, which represents quantum vacuum state or zero-point fluctuations allowed by the minimum uncertainty product of quantum mechanics [26] [27] [28] . It is natural to compare and evaluate entropy rates between laser chaos and shot noise. However, characterizing shot noise is mainly through statistical metrics like average rate, variance, and signal-to-noise ratio. Evaluating the entropy rate of high-dimensional chaos and shot noise remains elusive and important in statistical mechanics and information security. In this paper, we experimentally assess the entropy rate of laser chaos and shot noise using the growth rate of average PE value in memory time. Based on homodyne detection and frequency-band extractor, the PE growth of shot noise is achieved for the first time. The PE difference of filtered laser chaos with varying embedding delay time is investigated experimentally and theoretically. The PE difference of extracted shot noise and noise-dominated laser chaos grow faster than linearly with embedding dimension. The entropy rate of the laser chaos and shot noise are unequivocally differentiated. We observe the relationship between the entropy rate and time delay signature (TDS) of laser chaos under different feedback strengths and injection currentsa relationship that, to our knowledge, has not been investigated experimentally. That indicates the entropy rate can reflect the randomness and chaos strength of the system. We also employ the frequency-band extractor to suppress the TDS of laser chaos, and the results are in good agreement with the theoretical simulation. In view of the demonstration, we present a commendable entropy evaluation and source for physical random number generation. Figure 1 depicts the schematic of the experimental layout, which mainly includes two physical entropy sources: a chaotic laser and a shot noise. The chaotic laser consists of a distributed feedback laser diode (LD) subject to optical feedback through a fiber ring cavity. The LD is stabilized at 1550 nm by a temperature controller (TC) and a current source (CS), with the accuracy of 0.01 • C and 0.1 mA respectively. The freerunning threshold current J th is 10.3 mA. The LD is subject to polarization-maintained optical feedback through a fiber loop, and the feedback delay time is 86.7 ns. The VOA with an optical resolution of 0.01 dB and PC are used to accurately control the feedback conditions. The feedback rate η is estimated as the ratio of the feedback power to the output power of the LD. From the maximum feedback rate η max = 0.5, the feedback rate η could be attenuated by more than 20 dB, with the attenuation defined as γ [dB] = −10 log 10 (η/η max ). The output of chaotic laser is acquired through a 50 GHz bandwidth photodetector (PD, Finisar XPDV2120RA). The resulting electrical signal then passes through a frequencyband extractor that is composed of a mixer (M), a lowpass filter (LPF), and a RF signal generator (SG). All data are recorded using a data acquisition system (DAS) which simultaneously measures power spectra by a 26.5 GHz spectrum analyzer (Agilent N9020A, 3 MHz RBW, 3 kHz VBW) and time series by a 36 GHz bandwidth real-time oscilloscope (Lecroy LabMaster10-36Zi) with a maximum sampling rate of 40 GS/s. The length, 10 6 , of time series is captured for each time trace.
The shot noise is prepared through homodyne quadrature measurement. A 1550 nm single-mode laser beam is incident on one port of the beamsplitter and acts as the strong local oscillator (LO), while the other port is blocked to ensure that only the quantum vacuum state could enter in. The LO and the vacuum state interfere on a symmetric beamsplitter to form two output beams with balanced powers. A half-wave plate (HWP) and a polarizing beamsplitter (PBS) are combined to serve as accurate 50:50 beam splitting. The two outputs are simultaneously measured with a balanced-homodyne detector (BD, Thorlabs PDB480C). The resulting shot noise signal is extracted by a frequency-band extractor, and the outcome is subsequently fed into the DAS.
We first extract the same bandwidth spectrum from laser chaos and shot noise to investigate the entropy evolution of physical process. In order to eliminate inter-sample correlations and obtain adequate entropy, the sampling rate used in our experiment approaches twice the signal bandwidth and obeys the Nyquist theorem. Figure 2 To investigate the influence of injection current and feedback strength on the entropy evolution of laser chaos, the PE difference H d − H d−1 versus embedding delay time t is theoretically modeled by the Lang-Kobayashi (LK) equations [29] and experimentally measured for various J and γ(κ), as shown in Fig. 3 . The LK model is employed to characterize the chaotic dynamics and consists of rate equations for the variables of the complex electric field amplitude E and the carrier density N. Parameters are defined in [29] . Namely,
is the nonlinear optical gain (with G N the gain coefficient and ε the saturation coefficient), N 0 is the carrier density at transparency, κ is the feedback strength, τ p is the photon lifetime, τ N is the carrier lifetime, α is the linewidth enhancement factor, and ω is the angular optical frequency. We take α = 5, τ p = 3.2 ps, τ N = 2.3 ns, G N = 2.7 × 10 −8 ps −1 , N 0 = 1.36 × 10 8 , ω = 1.216 × 10 15 rad/s (i.e., the laser wavelength of 1.55 µm). The laser threshold current is . The theory is in good agreement with the experiment, both in terms of curve shape and its variation with increasing J and γ. It is also confirmed that the LK equations well model and reproduce the experiment. The dip depth is related to the entropy generation of chaotic process and is also a good indicator of the randomness of chaotic signal. As the J and γ increase (or κ decreases), the dip depth decreases, i.e. higher injection current or lower feedback strength can induce more entropy production. In other words, the photon and carrier lifetime of chaotic laser have effects on the dip depth, and long photon and carrier lifetime contribute to the dip depth increasing and the entropy growing. It should be noted that the measurement can be transposed to other integrated VCSEL and quantum-dot systems of laser chaos [30] [31] [32] . Under the above acquisition condition, high resolution maps of the H d − H d−1 for the filtered laser chaos over the range of the injection-feedback parameter space is further measured in detail. Figure 4 shows measured maps of the difference H d − H d−1 of the filtered chaotic laser varies with embedding delay time under different injection currents J and feedback attenuations γ. Here the embedding dimension d is chosen as 5. As can be seen in Fig. 4 (a1)-4(c1), the difference H d − H d−1 increases with feedback attenuation γ within twice the LPF bandwidth, i.e. the growth is faster than linear and the chaotic dynamics is dominated by noise. As the J decreases, the regions with the variation of To ensure that the dynamical process of filtered chaotic laser and shot noise is dominated by noise, the growth of PE (H d − H d−1 ) with embedding dimension d is measured for various embedding delay time t, as shown in Fig. 5 . The difference H d − H d−1 increases monotonically with d. For practical purposes the values of d is used between 4 and 7 in Fig. 5 . The injection current and feedback attenuation are the same as in Fig. 2 . According to the Nyquist theorem, the maximum H d − H d−1 of filtered chaotic laser versus embedding delay time is observed around double filtering bandwidth (i.e., t = 4.7 ns) in Fig. 5(a) . As shown in Fig. 5(b) , the H d − H d−1 of filtered shot noise (indicated with a solid gray line) and filtered laser chaos at t = 4.7 ns increase with the increase of d, and the values of H d − H d−1 is almost consistent with the ideal noisedominated limit H d − H d−1 = ln d! − ln(d − 1)!. The H d − H d−1 linear growth with d reveals that the physical process is dominated by noise, but it is noteworthy that the H d − H d−1 growth of filtered laser chaos and filtered shot noise can not be discriminated unambiguously as the embedding delay time t increases. In order to unequivocally differentiate the H d − H d−1 growths of filtered laser chaos and filtered shot noise and further investigate chaotic dynamics and time evolution of entropy, the autocorrelation function (ACF) and entropy rate are unveiled experimentally. Figure  6(a) shows the associated ACF of the original chaotic laser, filtered chaotic laser and filtered shot noise. Parameters are the same as in Fig. 2 . The peak value C p of the ACF at the external feedback delay time τ ext is used to quantify the TDS of chaos [33] [34] [35] , which gives useful information on the chaotic dynamics. The existence of the TDS will degrade the randomness of chaos. However, it is obvious that the TDS of the chaotic laser is effectively suppressed (the C p value is reduced from 0.296 to 0.12) by using the frequency-band extractor and the shot noise signal has no redundant correlation or periodicity. To accurately assess the entropy evolution of physical process, we define an entropy rate R d as follows:
where · denotes the average over PE differences in t m and t m denotes the memory time corresponding to the Nyquist sample rate. The entropy rate R d of the filtered chaotic laser and filtered shot noise increase with the embedding dimension d as shown in Fig. 6(b) . Here the entire embedding delay time is t m = 4.7 ns that corresponds to the double filtering bandwidth. The entropy rate R d can unambiguously discriminate between filtered chaotic laser and filtered shot noise. The R d of filtered shot noise is very close to the ideal noise limit. To characterize the relationship between the entropy rate R d and the TDS C p , we experimentally address the effects of injection current and feedback strength on it. Figure 7 shows the coexistence of high R d and TDS suppression as functions of the J and γ, with d = 5 and t m = 4.7 ns. At the three γ shown [Figs. 7(a1)-7(c1)], the R d and TDS have an inverse relationship for the injection currents (1.1J th ≤ J ≤ 2.0J th ). For small γ in Fig.  7(a1) , the R d almost linearly increases with increasing injection current and the minimum TDS is observed at the highest injection current being measured. As γ increases, the R d increases initially with the increase of J and subsequently shows saturation. After that, the J has little effect on the R d and TDS. The effect of feedback attenuation on the R d and TDS in Figs. 7(a2)-7(c2) has some similarity with that of the J. As J increases, a sharp increase of R d with increasing feedback attenuation appears at the very beginning. Clearly, it is noted that high R d coincides with strong TDS suppression over a wide range of injection currents and feedback attenuations, indicating that the parameters affect the trend of the entropy evolution and chaos strength. Finally, we also optimize the effect of RF frequency and filtering bandwidth on the TDS suppression and the R d enhancement of the filtered chaotic laser. Figure 8(a) shows experiment and theory for the TDS of filtered chaotic laser under different RFs. The operating parameters of filtered chaotic laser are the same as in Fig. 2 , except the RF frequency. The RF signal is generated by the SG, whose frequency is much higher than that of the LPF passband. By adjusting the RF frequency, the TDS of filtered chaotic laser is better reduced to 0.015 compared to the original chaos. This significant reduction varies periodically and the C p values have the minima in every 1/(2τ ext ) = 6 MHz. To verify the observation, we employ the LK model to characterize the chaotic dynamics. The parameters are the same as those set in Fig. 3 , except J = 1.5J th , κ = 22 ns −1 . As can be seen, the theoretical results agree well with the experimental data. The impact of the RF frequency is also investigated theoretically. Figure 8(b) shows the maxima and the minima of C p vary with the RF frequency in the range of 8 GHz. The minima of Cp remain almost unchanged within 8 GHz RF frequency and the maxima of C p show a raised area for intermediate RF frequency of 3-5 GHz. The raised area corresponds to the region near the relaxation oscillation frequency in Fig. 2(a) and is non-optimal for high entropy production.
The periodic crests and troughs of the C p in the TDS suppression are in accordance with (2n + 1)/(4τ ext ) and n/(2τ ext ), respectively. The R d enhancement is consistent with the TDS suppression. It is well known that filtering chaotic signals does not influence the entropy rate in an ideal condition [36] , but in practice the entropy rate can be affected attributed to redundant or deterministic disturbances. Figure 9 shows the measured maximum or crest values of C p in the TDS suppression and the corresponding R d of filtered chaotic laser under different LPF bandwidths. The original chaotic laser operates at the same parameters as in Fig. 6 , except the RF fre- as the LPF bandwidth increases, which coincides with the TDS suppression of the maximum C p . The result exhibits that the LPF bandwidth can be optimized to redistribute the time series and reduce extra disturbances.
The trough values of C p are about 0.015 that remain almost unchanged under different LPF bandwidths, and the TDS suppression ratio of 95% is achieved compared to the original chaos. The power spectrum of the filtered chaos becomes flat and has a relatively broad effective bandwidth via the frequency-band extractor.
In conclusion, the entropy rate using the growth rate of average PE value in memory time is adopted to experimentally quantify and characterize entropy production of laser chaos and the physical randomness limit of shot noise. The PE difference of filtered laser chaos with varying embedding delay time is revealed experimentally and theoretically and high resolution maps of the PE difference for the laser chaos over the range of the injection-feedback parameter space is obtained. The PE growth of extracted shot noise and laser chaos with embedding dimension is faster than linear. In noisedominated regime, the entropy rate can unambiguously discriminate between laser chaos and shot noise, compared to the indistinguishable PE difference between them. The inverse relationship between the entropy rate and TDS is observed under different injection currents and feedback strengths. By optimizing the RF frequency and LPF bandwidth of frequency-band extractor, 95% TDS suppression ratio with the minimum C p = 0.015 is achieved compared to the original chaos, and the experimental results show good agreement with the theory. Thus, the technique offers a high-speed assessment of entropy rate of physical process and can be applied to regular, chaotic, and noisy signal evaluation, leading to potential applications in random number generation and secure communication.
